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Description
The Date Regon program is a dialer.

Applications similar to the Date Regon program are primarily capable of accessing the
victim's phone line through the connected computer.

This application may use the user's phone line in making phone calls to some phone
services that are paid every minute. It may also make some long-distance calls or call
phone numbers starting with 900 or 976. All these may be done without alerting the user.

Other sources claim that the Date Regon application may also connect the victim's
computer to websites that automatically charge per-minute fees. Usually, these websites
are said to be pornographic in nature. Many documents likewise state that the victim is
usually unaware of this deal and will only know about it when the next phone bill arrives.

Experts suggest that malware similar to Date Regon program make unauthorized calls
and connections as a form of payment.

Many researches have also confirmed that the Date Regon program infects only
computers using phone lines to get connected to the Internet. Commonly, these
connections are the standard modem or ADSL with sophisticated dialers. Meanwhile,
users with satellite modems or cable connections are mostlyimmune to most dialer
attacks.

The Date Regon program may add the listed files below on the infected system:

* Information.exe;

* connecting*.exe;
*smsdial*.exe;

* dating*.exe;

* URLDownload.exe;
*Hetsex!*

* Connecting40.exe

* Kontaktannonser.Ink;
* XXX.Ink;

* and SMS-KUL.Ink.

Purportedly, the asterisk in the filenames represents three different numbers. The
malware may also delete or add some registry entries or values on the infected machine

so thatitis enabled to run at startup.

The Date Regon program's vendor is allegedly Harrys Expo Ltd. Itis known to use several
aliases including:

* HAR-EXP Ltd;

www.paretologic.com/resources/definitions.aspx?remove=Date Regon

12



2012-09-30 Date Regon

* ScanBill;

*Let To Phone AB;

* EXNEt;

* Internet-B;

* GBR-Gruppen AB;
*and Trom Brom Srom.

*

According to some documents, the Date Regon application may be distributed by the
websites http://www.oldgames.se, http://www.porrpost.com, http://www.hard.nu and
http://ww.svenskporr.net.

The Date Regon application is only capable of infecting the Operating Systems of
Microsoft Windows 9x, Microsoft Windows Vista and Microsoft Windows XP.

Vendor
Its author is unknown.

Vendor URL
No website available.

Threat Level: Severe Risk DDDDDDDDIIIIIII!

Date Regon Characteristics

Displays ads

Records personal data / keystrokes

Hijacks internet browser

Allows remote influence

Downloads unsolicited files

Disables programs / system

Makes unauthorized phone calls L

Exploits a security flaw

Floods internet connection

Distributes threats

Tracks browsing activity with installed applications
Tracks browsing activity with cookies

Installs without user consent

Inadequate uninstall procedures

Insufficient privacy disclosure and consent

Uses excessive system resources

Makes fraudulent claims about spyware detection and removal
Performs Silent Updates

Remove Date Regon
Remove Date Regon and other unwanted applications from
your computer quickly, powerfully and completely with

beHEE XoftSpySE Anti-Spyware.
FAnti-Spyware
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